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1 Preface

RHF2S208 is an loT gateway/concentrator which integrates POE, LTE/4G/3G, GPS, WiFi and LoRa,
designed and manufactured by RisingHF.

This document will describe how to use and configure RHF2S208, for end-user and developer usage.
Covers:

» Quick start
m  Get to know about your gateway
B Setup your gateway
B Log into your gateway
B Connecct a LoRaWAN server
The device file system
Detailed descriptions of the web-based utility of the gateway
How to connect to LoRaWAN server?
B General Packet Forwarder server
® |oriot LoORaWAN server
B  TTN LoRaWAN server
B Aisenz Loraflow server
B | oRa server
» How to do scanning to check the noise floor before installation
» How to select a network for backhaul
B LTE4G
®m  Wired 10/100m ethernet
How to use the GPS information
How to get remote support from risinghf with rssh service
» FAQs

Y V V

Y VvV

V1.12018-10-9
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2 Quick Start

This chapter introduces apperance of the gateway and show how to setup your gateway and connect it
to a cloud LoRaWAN server.

2.1 Get to know about your gateway
RisingHF RHF2S208 LoRaWAN gateway integrates a high performance high reliabitliy ARM cortex AS53,
1 or 2xSX1301 LoRa core processor, a 4G LTE module, a GPS module, a WiFi module, temperature
monitor, RTC, and power management unit. The RHF2S208Bxx series would have a internal battery for
backup which could support over 5 hr duration without external power. Rather than logging into the
gateway and doing operation with command in the linux environment, a web-based utility is built in
which help customer use the device much easier.
There are 4 antenna ports, a external power input port, a RJ45 port, and a USB debug port for the
device.
IANT1]|ANT3 [ANT4|/ANTH] ;
The RHF2S208 gateway have 4 antenna ports. ANT1 is for LoRa antenna (ANT2 is not used at this
moment). ANT3 is for GPS antenna. ANT4 is for WiFi Antenna. ANT5 is for LTE Antenna.
: External power supply input port, DC12 to 28V.
: RJ45 port, ethernet and PoE power injector.

USBJ: USB port for debug.

V1.12018-10-9
www.risinghf.com 2
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ANT4 | | ANT3 ANT1 ANT1: LoRa Antenna |
ANT2: Back up

ANT3: GPS Antenna
ANTA: WiFi Antenna
ANTS: LTE Antenna

ANTS

Power R145 UsB

Figure 2-1 Apperance of RHF25208

2.2 Set up your gateway

Please set up your gateway like Figure 2-2 shown below.

V1.12018-10-9
www.risinghf.com 3
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AC100~ 220V

Debug and Configure

DC 19V

use

.:.:\

To doud | 10/100M/PoE |

Figure 2-2 Set up your gateway

2.2.1 Power supply
RHF2S208 could be powered by both AC/DC adapter and PoE injector. An high reliability industrial
IP67 AC to DC adapter is configured for each gateway when it comes out from the factory. Specially, a
3.2Ah LiFePo4 battery is integrated for RHF2S208Bxx. All the source could be injected into the
gateway, which could be switched automatically based on the logic the AC/DC adapter > PoE injector >
battery.

2.2.2 Networking
RHF2S208 support serveral kinds of way for networking backhaul. Please uncover the enclosure and
install the sim card if you want to use the cellular network. Or a cable is needed to be connected to a
router to use the 10/100m ethernet. And you can set the priority of the two selection on the web-based
utility.

2.2.3 Debug and Configure
Several debug interface could be used:
1) Connect the gateway to your PC with USB to UART interface
2) DHCP in a LAN
3) Wireless access via WiFi

V1.12018-10-9
www.risinghf.com 4
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Please use ExtraPutty to access into your gateway and debug and configure it.

2.3 Log into your gateway
You can log into your gateway with UART, DHCP or WiFi.
Default account information :
User: rxhf
Password: risinghf

2.3.1 Login with COM port
Before connecting your gateway to the PC, please install FTDI USB to UART driver. Connect your
gateway to PC with a type A female to type A female USB cable and you will find a COM port. Open the
Etraputty and select “Serial” connection type with COMS port for example and baudrate=115200.

ﬁ PuTTY Configuration (Save mode : File) E@ﬂ
Category:
=- S,assiun ~ Basic options for your PuTTY session
i TE"" I_.cnglging Specify the destination you wart to connect to
T E""é;:rbaa - Serial line Speed
- Bell Ccom3 115200
| - Features Connection type:
= BdraPuTTY ) Raw i) Telnet (1 Rlogin ¥ SSH @ Serial
- Settings (™) Cygterm
- StatusBar
B Fles Tranaor Load, save or delete a stored session
- Window Saved Sessions
- Appearance = CoM3
- Behaviour F :
Default Sett
- Translation | " s g

Eariiny 1916861 [ s |
- Colours 192.168.8.1 Save
.. Hypedinks BxtraPuTTY_Example

=] Connection
Dt

- Proxy
.. Telnet

- Rlogin Close window on exit:
E- 55H — ) Mways (71 Mever @ Only on clean exit

- Seral (") Never, Auto-Connect
oo Curtemm

About Open I I Cancel

=1

Figure 2-3 Login with COM port

Then input user name “rxhf” and password “risinghf” to log into the system.

V1.12018-10-9
www.risinghf.com
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[ &8 coms - putTy o B |

Session  Special Command Window Logging Files Transfer Hangup ?

00:00:09 Connected SERIAL/115200 8 N

Figure 2-4 Login with user name and password

2.3.2 Login with DHCP
Connect your gateway with DHCP router, log in router or scan IP to get RHF2S208 ip. Hostname of
your gateway is "RHF2S208".
After get ip, user could use SSH tool to log the device check or set configuration.
For example, use PuTTY under Windows and use ssh command under Linux. SSH port is 22.

To log in device of whose ip is 192.168.0.182.
Windows:

V1.12018-10-9
www.risinghf.com 6
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ﬁ PuTTY Configuration (Save mode : File) o B S
Category:
= S,assiun - Basic options for your PuTTY session
+ Logaing Specify the destination you wart to connect to
i e Host N IP add p
B Keyboid ost Mame (or [P address) ort
- Bell 152.168.0.182 22
| - Features Connection type:
B BdraPuTTY i) Raw (7 Telnet (1 Flogin i@ S5H (71 Serial
- Settings (™) Cygterm
- StatusBar
B Fles Tranaor Load, save or delete a stored session
- Window Saved Sessions
- Appearance =
o ehinoe Load
- Translation CoM3
.. Selection 192.168.0.41
- Colours 192.168.8.1 Save
gk | | oo
=~ Connection
[ Dt
- Proy
- Telnet
- Rlogin Close window on exit:
E- 55H — ) Mways (71 Mever @ Only on clean exit
- Serial 3 (71 Never, futo-Connect
... Cwrtarm
About [ Open J [ Cancel

Linux

Figure 2-5 Login with DHCP

ssh rxhf@192.168.0.182

2.3.3 Login with WiFi
Scan the WiFi SSID with your PC and you will find your gateway whose SSID is RHF2S208_ xxxxxx
end with the last 3 bytes of the MAC address of the gateway. Connect your gateway to this WiFi. The
default ip of the WiFi gateway is 192.168.8.1. Use putty to access into your device after your PC
connected to WiFi successfully with ip 192.168.8.1 and ssh por 22.

V1.12018-10-9
www.risinghf.com
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RisingHF_8001C3

RisingHF_800182

RHF25208_5SABBES

Figure 2-6 SCAN and find the WiFi SSID of your gateway

ﬁ PuTTY Configuration (Save maode : File) - =L
Category:
g Sfassinn - | Basic options for your PuTTY session |
+ Logging Specify the destination you warnt to connect to
(=~ Terminal
i Kesbioad Host Mame (or IP address) F‘_n_r_t
. Bell 152.168.8.1| 2
- Features Connection type:
= BdraPuTTY ™) Raw i) Telnet (71 Rlogin @ 55H 7 Serial
- Settings (™) Cygterm
- StatusBar
| B Files Tranafir Load, save or delete a stored session
|| & Window Savpd Jos e
| - Appearance = 152.168.8.1
- Behaviour :
- Translation [éegfﬁg i [—]Lnad
- Selection 152.168.0.41
.. Colours
.. Hyperinks BxtraPuTTY_Example
=~ Connection
- Data
- Proxy
- Telnet
- Rlogin Close window on exit:
B~ 55H — T Aways ™) Never @ Only on clean exit
- Serial < | O Never, Auto-Connect
... Cutarm
About Open ||  Cancel

V1.12018-10-9
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2.4 Connect to a LoRaWAN server

2.4.1 Connect to a standard packet forwarder server
Standard Semtech Packet forwarder service is support by RHF2S208 series gateway. You could
connect the gateway to any target server support packet forwarder interface. Please follow step below
to set your gateway to connect to the server:
1) Use the ip above to open the built-in web-based utility
a. Use the DHCP ip (192.168.0.xxx for example) of the gateway if both your PC and gateway is in
the same LAN
b. Use the defaultip 192.168.8.1 if you connect your PC to the WiFi of the gateway
2) Log into the gateway
User name: rxhf
Password: risinghf
3) Select LoORaWAN configuration on the Navigation panel

& RHF25208 x 0+ - oo S
& C @ A== |192168.0.152/#/LoRaWAN/?lang=en % 6

) | urs | oRa module 1

Noise Floor Scanning

Protocol Version | Semtech Packet Forwarder v2

Gateway ID | RIS GO aTae
Server Address |cn1,|0rint]n .
Port | 1780 | 1780
Global Config | RHF25208-470 | global_conf_cn470prequel json v J

Reboot | Close |

Figure 2-8 Connect to a LoRaWAN server with packet forwarder service
4) Select protocol version

5) Input gateway ID

6) Input Server address

7) Input uplink and downlink port

8) Select global configuration json file

V1.12018-10-9
www.risinghf.com
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Protocol Version ‘ Semiech Packet Forwarder v2
Gateway ID ‘ b827ebFFFFB0atac
Server Address ‘ cn loriot io

Port ‘ 1780 | 1780

Giobal Config ‘ RHF25208-470 v | global_conf_cn470prequel json

Reboot ‘ Close |

Figure 2-9 Configure the gateway to connect to LoRaWAN with packet forwarder service step by step

9) Reboot
10) Check that if the gateway is on line or not.

2.4.2 Connect to cn1.loriot.io
Here will show how to use command to enable and start the Loriot service.
1) Use the ip above to open ExtraPutty ssh service; a COM port is also supported
a. Use the DHCP ip (192.168.0.xxx for example) of the gateway if both your PC and gateway is in
the same LAN
b. Use the defaultip 192.168.8.1 if you connect your PC to the WiFi of the gateway
c. Connect the gateway to your PC USB interface and check the COM port on your PC, and open
the ExtraPutty Serial service
Serial line: COM3 (for example) Speed: 115200
2) Log into the gateway
User name: rxhf
Password: risinghf
3) Use command below to enable and start the loriot service
sudo systemctl enable loriot-gw.service
sudo systemctl start loriot-gw.service
4) Use command below to check if the gateway is online or not
sudo systemctl status loriot-gw.service
5) Use command to disable and stop loriot serivce
sudo systemctl stop loriot-gw.service
sudo systemctl disable loriot-gw.service

3 Device File System

RHF2S208 firmware use Systemd structure. User could use systemctl and journalctl to manage the
integrated services and check log.

3.1LoglIn

User name: rxhf
Password: risinghf

V1.12018-10-9
www.risinghf.com
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3.2 Device File System

/home/rxhf and /opt are very important directory for user.

V1.12018-10-9
www.risinghf.com
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3.2.1 /opt
/opt contains the working directory of most LoRaWAN serivices. And this will be updating when there is
more services added.

fopt
MName Ext ) Size Changed Rights
o 2018/4/18 1:08:10 FWXr-Xr -
Vo 2018/4/18 0:20:48 VW =3 -3
) phtfwd 2018/7/5 6:54:16 PWXE-Xr-X
J loriot 2018/7/5 6:54:00 PAWXE-XF-X
, aliot 2018/7/5 6:49:30 PAXE-XT =X
| aisenz 2018/7/5 6:49:30 PWEE-Xr-X

Figure 3-1 /opt file in gateway

3.2.2 Jusrl/local
/usr/local contains most of internal services of the gateway.

Jusrflocal
Mame Ext : Size Changed Rights
M .- 2018/4/18 0:03:07 PWHI-XF-X
J wifi 2018/7/5 2:54:28 MWXE-5F-X
ools: 2018/7/5 6:54:24 PWXr-SF-x
| 5rC 2018/4/18 0:03:08 PWXEWEF-X
, share 2018/4/18 0:23:43 PWXIWSE-X
shin 2018/7/5 6:54:23 PWXTWSE-X
rtc 2018/7/5 6:54:21 PWXF-5F-X
| power_manage 2018/7/5 6:54:19 PWEE-5F-X
@ man 2018/4/18 0:03:08 PRI
| lte 2018/7/5 8:54:03 FWXF-5F-X
| lora_test 2018/8/4 B:31:28 PWHT-5r-X
) lib 2018/7/5 6:53:17 PWEMWSE-X
, include 2018/4/18 0:03:08 MAWXIWST-X
games 2018/4/18 0:03:08 PRS-
firmware 2018/7/5 :49:36 PWXF-5F-X
 thsj 2018/7/5 £:49:31 MWXE-5F-X
etc 2018/4/18 0:03:08 PWHPWS -3
| bin 2018/4/18 0:03:08 MWXIWSE-X
. backup 2018/7/% 6:49:31 WXF-5F-X
) adc 2018/7/5 6:49:29 FWXF-5F-X

Figure 3-2 /usr/local file in gateway

V1.12018-10-9
www.risinghf.com
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4 Web-based utility

With the web-based utility, it is easily to configure and manage your gateway.

Default user name: rxhf

Default password: risinghf

There are two ways to open the built-in web of your gateway:

1) Connect your PC to the WiFi of your gateway and use 192.168.8.1 to open the built-in web with the
web browser.

, - :
/ @ RHF25208 x \ & RHF25208 x W\

= C | @ F== | 192.168.8.1/#/login?lang=en
I~ e et B maaaeerr e W
Figure 4-1 Open built-in web with 192.168.8.1 via WiFi

2) Connect both your gateway and PC to a same router, and get the ip of the gateway in the LAN. Use
this ip to open the b_uilt-in web with the web brc_>wser. Here use 192.168.0.182 for example.

/ & RHF25208 X J 7 RHF25208 X X

= C | @ F== | 192.168.0.182/#/login?lang=en

Figure 4-2 Open built-in web with gateweay ip in LAN

]HiEIHEHF

Change Password?

Figure 4-3 Login on the web

V1.12018-10-9
www.risinghf.com
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& RHF25208 x |+ - o e S
€ C @ #==%|192.168.0.152/#/0 * 8

@) Device Information "
& LoRaWAN Configuration
% Network Gonfiguration R | oRa module 1
El Log Downioad
Part Number:

& Fimmware Upgrade

¥ System Time
2018-10-09 07:33:22
~On Level
ODay 00:46:16

¥MAC Address

PO-N7-=0.00 AC-AC

» Hardware Version
» Firmware Version

» Kemnal Version

—— e e e —_——

Figure 4-4 Built-in Web page after login

4.1 Status bar

A status bar show some key status of the hardware. Users could have a quick glimpse to check status
of the hardware of your gateway. Each parameters on the status bar have 3 status with different color.
Green bar means OK;

Red bar means Error or Warning;

Grey bar means hardware is absent.

There are 9 parts total, which are External Power Supply, Internal Battery Supply, 4G LTE, Ethernet,
GPS, WiFi, Temperature, LoRa module 0 and LoRa module 1.

#E

5ra L oRa module 1

Figure 4-5 Status bar

Below it is a example for “External Power Supply”:

means a external power supply (AC/DC adapter or PoE injector) is

connected.

means a external power supply is removed or broken.

NOTE:

V1.12018-10-9
www.risinghf.com
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For series RHF2S20xExx which have no internal battery, the bar “Internal Battery Supply” is

grey.
For series RHF2S208xxx which have just LoRa module 0 only support 8 channels, the bar “LoRa
module 1” is grey.

4.2 Navigation bar

Navigation bar include most of the main configurations and management of the gateway:
Device Information: some basic information of the gateway

LoRaWAN Configuration: to connect to LoRaWAN server or do noise scanning

Network Configuration: configuration for WiFi of the gateway

Log Download: to download the working log of the gateway

Firmware Upgrades: to upgrade firmware.

@ Device Information
& LoRaWAN Configuration

Y MNetwork Configuration

Bl Log Downioad

& Firmware Upgrade

Figure 4-6 Navigation bar

4.2.1 Device information
Device information show the basic information of the gateway.

VI1.12018-10-9
www.risinghf.com 15
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Part Number:

w» System Time
2018-10-09 074524
*On Level
0Day 00:58:18
+MAC Address
BE:27EB:80:AFAC

wHardware Version

wFirmware Version
103
wKemal Version

414 347+

Figure 4-7 Device information of RHF2S208

4.2.2 LoRaWAN Configuration
With LoRaWAN Configuration you could do:
1) LoRaWAN Configuration (Connect to a LoRaWAN server)
Protocol version: select standard packet forwarder or other protocol to connect to a target server
Gateway ID: fill in the gateway ID. Please check with your operator for the gateway ID rule.
Server Address: fill in the target server address.
Port: fill in the uplinik port and downlink port.
Global Config: please select the right global config which your gateway support. Different Part Number
support different band. You could find the detailed information that the band your gatway could support
in datasheet “[DS01828]RHF2S208 Product Specification”.

V1.12018-10-9
www.risinghf.com
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& RHF25208 x 0+ - oo S
€ C @ #==% | 192.168.0.152/#/LoRaWAN/ * 8

R | oRa module 1
Noise Floor Scanning

Protocol Version ‘ Semtech Packet Forwarder v2
Gateway ID | b
Server Address |cn1,|0rint]n
Port |17&‘.0— | 1780

Global Config | RHF25208-470 | global_conf_cn470prequel json

Reboot | Close |

Figure 4-8 LoRaWAN configuration
2) Noise floor scanning

Noise floor scanning is a very useful tool when you want to check that there is some interfernce or
noise in the band your gateway work.

Please fill in the Start Frequency and Stop Frequency and click [Start Scanning to start noise scan. The
default scanning band is 2MHz if you just input start frequency. Default step is 100kHz. The band you
scan is bigger, the time is longer. Scanning band 2MHz or 5MHz which could cover the target operation
band of your gateway is strongly suggested.

LoRa/l oRaWAN Configuration

Frequency | 470
Band,Frequency Step

Figure 4-9 Noise floor scanning

After the gateway scanning finished, the noise floor will be shown in two mode: the transient noise
distribution diagram and the average value diagram.

The transient noise distribution diagram show the transient noise or interference when scanning;
The average value diagram show the average value in the whole scanning.
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2018-10-09 07:48:47 Noise Floor Spectrum

Transient Noise Distribution [ | - The Average Value of Noise
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Figure 4-10 Noise cannning example @470 to 472MHz

4.2.3 Network Configuration
The network configuration panel is for WiFi configuration. You could re-configure the ip address of the
WiFi router from default 192.168.8.1 to any you want. SSID name and password also could be modified

as you want.

1P Address | 192.168:8.1
ssiD | RHF25208_80AFAC

Password | seassmanssnne

Submit | Reset |

Figure 4-11 Network configuration

4.2.4 Log Download
In log download page, you could check kinds of log of the gateway.

1) System Analysis Log
System analysis log is the record of the system of the gateway, which could be used to analyse the of

the platform.
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LTE Analysis Log Ethernet Analysis Log Runtime Log LoRa/LoRaWAN Analysis Log Temperature Analysis Log Power Management Log

System Analysis Log

UL Y U U403 ITHZSLUG KEIEL | IUOT.YUUD 1Y) SITISCUDRR |- 1L 1L LU S0, KEVENL 4 Midy Ndve Deet woppeu

Oct 9 07:04:53 rhi2s208 kemel [ 1065.908513] smsc950x 1-1.1:1.0 ethl: kevent 4 may have been dropped

Oct 9 07:04:53 rhi2s208 kemel. [ 1065.916512] smsc95xx 1-1.1:1.0 ethl: kevent 4 may have been dropped

Oct 9 07:04:54 rhf2s208 kemel [ 1067.501443] smsc95:xx 1-1.1:1.0 ethi: link down

Oct 9 07:05:59 rhf2s208 kemel: [ 1132 543420] smsc9%5xx 1-1.1:1.0 eth0: link up, 100Mbps, full-duplex, Ipa Ox4DE1
Oct 9 07:06:00 rh2s208 kemel [ 1133.541610] smsc95xx 1-1.1:1.0 ethi: link down

Oct 9 07-D6-D2 rhf2s208 kemel: [ 1135.176999] smsc85xx 1-1.1-1.0 ethi: link up, 100Mbps, full-dupiex, Ipa Ox4DE1
Oct 9 07-06:03 rhi2s208 kemel: [ 1136.414048] smscO%cc 1-1.1:1.0 ethi: link down

Oct 9 07-06:05 25208 kemel: [ 1138.345009] smsc95:c¢ 1-1.1:1.0 ethl: link up, 100Mbps, full-duplex, Ipa Ox4DE1
Oct 9 07-06:06 rhi2s208 kemel: [ 1139.206179] smsc95xx 1-1.1:1.0 ethD: link down

Oct 9 07-06:32 rhi2s208 kemel. [ 1165.335202] smsc9%cc 1-1.1:1.0 ethl: link up, 100Mbps, full-duplex, Ipa Dx4DE1
Oct 9 07:06:48 rhf2s208 kemel: [ 1181.366209] smsc95:xx 1-1.1-1.0 ethi: ink down

Oct 9 07-07-06 rhf2s208 kemel: [ 1199.255241] smsc9%xx 1-1.1:1.0 eth0: link up, 100Mbps, full-duplex, Ipa 0x4DE1
Oct 9 07:07:19 rhi2s208 kemel [ 1212.086114] smsc95xx 1-1.1:1.0 ethl: link down

Oct 9 07-07-36 rhf2s208 kemel: [ 1228 711827] smsc9%xx 1-1.1-1.0 eth: link up, 100Mbps, full-duplex, Ipa Ox4DE1
Oct 9 070756 rhi2s208 kemel: [ 1248.966206] smscO5xx 1-1.1:1.0 ethi: link down

Oct 9 07:0820 rhf2s208 kemel: [ 1272.798326] smsc99:xx 1-1.1:1.0 ethi; up, 100Mbps, full-duplex, Ipa Ox4DE1
Oct 9 07-:08:54 rhi2s208 kemel: [ 1306.893612] smscO5xx 1-1.1:1.0 eth: link down

Oct 9 07:10:40 rhf2s208 kemel: [ 1413.378577] smsc95xx 1-1.1:1.0 ethi: link up, 100Mbps, full-duplex, ipa Ox4DE1
Oct 9 07:13:02 rhf2s208 kemel [ 1554.718111] smsc95xx 1-1.1:1.0 ethi) ink down

Oct 9 07-20:36 rhi2s208 kemel [ 2008.855209] smsc95:xx 1-1.1:1.0 efhi: link up, 100Mbps, full-duplex, Ipa Ox4DE1
Oct 9 07:20:49 rh2s208 kemel: [ 2021.645655] smsc95:xx 1-1.1:1.0 ethi: link down

Oct 9 07:22:52 rhi2s208 kemel: [ 2145.143124] smsc95xx 1-1.1:1.0 eth0: link up, 100Mbps, full-duplex, Ipa Ix4DE1
Oct 9 072513 rhi2s208 kemel [ 2285.998182] smsco5xx 1-1.1:1.0 ethi: link down

Oct 9 07:28-29 rhf2s208 kemel: [ 2481.919200] smsc95ix 1-1.1-1.0 ethi): link up, 100Mbps, full-duplex, Ipa 0x4DE1

Figure 4-12 System Analysis Log

2) LTE analysis log
LTE analysis log could be used to check and analyse the offline issue, which include the dialing log.

Systemn Analysis Log E Ethemnet Analysis Log Runtime Log LoRallL.oRaWAN Analysis Log Temperature Analysis Log Power Management Log

LTE Analysis Log

FAF dULNISTIICAUUN SUCCeeusa

Could not determine remote IF address: defaulting to 10.64.64.64
not replacing default route to wian0 [0.0.0.0]
local IP address 10.140.174.161

remote IP address 10.64.64.64

primary DNS address 211.136.17_107
secondary DNS address 211.136.20.203
[2018-10-D9 D6:57-45] >{iterssi: ite rssi starf]
[2018-10-09 06:57-46]->[lterssi: OK, RSSI: -67]
[2018-10-09 D6:57-46]-={lterssi_ fte rssi done]
[2018-10-09 0707 i e rssi starf]
[2018-10-09 07-07-47]->[Herssi OK, RSSI: -71]
[2018-10-09 D7 -07-47]-={lterssi. fte rssi done]
[2018-10-09 O7:17-48]->{iterssi: ite rssi starf]
[2018-10-09 07-17-49]->[Herssi: OK, RSSI: -67]
[2018-10-D9 O7:17-49]-={lterssi_ fe rssi done]
[2018-10-09 D7 27-49]->{lerssi: ite rssi starf]
[2018-10-09 07-27-50]->[ierssi: OK, RSSI: -65]
[2018-10-09 07-27-50]- i e rssi done]
[2018-10-D9 O7:37-50]->{ierssi: ite rssi starf]
[2018-10-09 07-37-51]->[Herssi OK, RSSI: -67]
[2018-10-09 O7-37-51]-={lterssi_ fte rssi done]
[2018-10-09 07 :47-51]- i e rssi starf]
[2018-10-09 07-47-53]->[Herssi OK, RSSI: -67]
[2018-10-09 D7-47-53]-={lerssi_ fte rssi done]

Figure 4-13 LTE Analysis Log

3) Ethernet Analysis Log
Ethernet analysis log record the connection and disconnection between the gateway and the ethernet.
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System Analysis Log LTE Analysis Log 5 Runtime Log LoRa/LoRaWAN Analysis Log Temperature Analysis Log Power Management Log

Ethernet Analysis Log

LU 1 TUHLRS U U AU~ S G UGAET LIOTL U BT B, U DPPU USTEUIL FOULE]
[2018-10-09 07:09 =[feicifplugd/action.difaction_eth(: ethD down]

[2018-10-09 07:09:05]->Peic/Aplugd/action.difaction_eth(): down ppp0 exist]
[2018-10-09 07:09:05]->{/etc/ifplugd/action.difaction_eth(: add ppp0 default route]
[2018-10-09 07:10:41}->[etc/ifplugd/action_diaction_ethi): e up]

[2018-10-09 07:10:41]-={fefcAfpiugd/action.difaction_ethi: up ppp0 exisi]
[2018-10-09 07:10:41]-={/eic/ifplugd/action.difaction_ethD: delete ppp0 default route]
[2018-10-09 07:13:12]->{/etc/ifplugd/action.difaction_eth(: ethD down]

[2018-10-09 07-13-12]-=[leicAfplugd/action difaction_eth: down ppp0 exist]
[2018-10-09 07:13:12]-={/eichAfpiugd/action_difaction_eth(: add ppp0 default route]
[2018-10-09 07 >[fetc/ifplugd/action.difaction_eth(: ethD up]

[2018-10-09 07 ={/etc/ifplugd/action.difaction_eth(: up ppp0 exist]
[2018-10-09 OT >[feicfifplugd/action_difaction_eth: delete ppp0 default route]
[2018-10-09 0720 ={letchAfplugd/action.difaction_ethl: eth0 down]

[2018-10-09 07:20:59]->{/etc/ifplugd/action.difaction_eth(: down ppp0 exist]
[2018-10-09 07-20:59}>[etc/ifplugd/action_difaction_eth: add ppp0 default route]
[2018-10-09 07:22-52}-=[letcAifplugd/action.difaction_eth0: eth up]

[2018-10-09 07 :22:52]-={/eic/ifplugd/action.difaction_eth: up ppp0 exisi]
[2018-10-09 0722 >[/etc/ifplugd/action.difaction_eth(: delete ppp0 default route]
[2018-10-089 07-25-24]->[lefcfifplugd/action difaction_eth0: ethi down]

[2018-10-09 07 :25:24]->{feichAifplugd/action.difaction_ethl: down ppp0 exist]
[2018-10-09 07:25:24] ={/etchfplugd/action.difaction_eth(: add ppp0 default route]
[2018-10-09 07-28:29}->letc/ifplugd/action_difaction_eth(: et up]

[2018-10-09 07:28:29]->[/eic fifplugd/action.d/faction_ethi: up pppD exisi]
[2018-10-09 07 :28-29]-={/eic/ifplugd/action.d/faction_ethD: delete ppp0 default route]

Figure 4-14 Ethernet Analysis Log

4) Runtime Log
Each time the gateway power on or reboot will trigger a log, which we call runtime log. With this log, we
could know that when the gateway is reboot or powered on.

System Analysis Log LTE Analysis Log Ethemnet Analysis Log q LoRa/l oRaWAN Analysis Log Temperature Analysis Log Power Management Log

Runtime Log

Date = System running time (error range +30min)

2018-10-00 04:01:03 0 day 01:47:59

2018-10-00 06:24:12 0 day 00:02:04

2018-10-09 D6:49:12 0 day 01:02:05
Figure 4-15 Runtime Log
5) LoRa/LoRaWAN Analysis Log

LoRa/LoRaWAN analysis log just record the abnormal event of the LoRaWAN progress. Nothing will be
recorded if the LoRaWAN is OK.

System Analysis Log LTE Analysis Log Ethernet Analysis Log Runtime Log Rall.oR e s Lo Temperature Analysis Log Power Management Log

LoRa/L.oRaWAN Analysis Log

Log Is Empty._

Figure 4-16 LoRa/LoRaWAN Analysis Log

6) Temperature Analysis Log
A temperature sensor is inside the gateway. The temperature analysis log is the temperature record
inside the gateway recorded every minute.
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Systemn Analysis Log LTE Analysis Log Ethemnet Analysis Log Runtime Log LoRalLoRaWAN Analysis Log : ) Power Management Log

Temperature Analysis Log

Temperature Temperature Tracking
40

2018-10-09 07:50:00
® 37.06

2018-10-09 07:40:54 2018-10-09 07:43:56 2018-10-09 07-46:58 2018-10-09 07:50:00 2018-10-09 07-53:02 2018-10-09 07:56:04

Figure 4-17 Temperature Analysis Log

7) Power Management Log
Power management log include the power on/off log and discarging log with battery supply. With this
log, you could check it when the gateway is off or restart abnormaly.

System Analysis Log LTE Analysis Log Ethemnet Analysis Log Runtime Log LoRa/LoRaWAN Analysis Log Temperature Analysis Log

Power Management Log

LU IO TUAS U 8D LL-7IINFUL CUTTETIL UdLEETY Ve IS $570)
[2018-10-09 07:46:22]-=[INFO: no external power]
[2018-10-09 07 -46:26]- - current battery level is 98%]
[2018-10-09 07 - - no external power]
[2018-10-09 07- - cumment battery level is 98%]
[2018-10-09 07 > - no external power]
[2018-10-09 07:48:34] >[INFO: cument battery level is 98%]
[2018-10-09 07 -={INFO: no external power]
[2018-10-09 7 1-={INFO: cumrent battery level is 98%]
[2018-10-09 07:50:38]-=[INFO: no extemnal power]
[2018-10-09 07 :50:42]-={INFO: cument battery level is 99%]
[2018-10-09 07! 1={INFO: no extermnal power]
[2018-10-09 07:51:46]-={INFO: current battery level is 99%]
[2018-10-09 07 52-46]-=[INFO: no extemnal power]
[2018-10-09 07:52-50]-=[INFO: cument battery level is 99%]
[2018-10-09 07:53:50]-={INFO: no external power]
[2018-10-09 07! [={INFO: cumrent battery level is 99%]
[2018-10-09 07-54:54]-={INFO- no external power]
[2018-10-09 07 54: > - cument battery level is 99%]
[2018-10-08 07- - no extemal power]
[2018-10-09 07 -={INFO: current battery level is 99%]
[2018-10-09 07:57:02]-=[INFO: no extemnal power]
[2018-10-09 07 INFO: current battery level is 99%]
[2018-10-09 07 - no external power]
[2018-10-09 07:58:10]=[INFO: cument battery level is 99%]

Figure 4-18 Power Management Log

4.2.5 Firmware Upgrade
Use application upgrades icon customer could upgrade the application of their gateway.
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Application Upgrades

Figure 4-19 Firmware Upgrade

4.3 Shortcut button

There is a shortcut button list on the upper right corner of the web page. With this shortcut button list,
you can do quick diagnosis, system reset, set priority of the backhaul networking and sign out.

Figure 4-20 Shortcut button

4.3.1 Quick Diagnosis
With the Quick Diagnosis function, you can have a quick check for the hardware of the gateway. This
function would be useful when the gateway is being installed in the field. The step below show the
whole progress of the diagnosis:
1) Click quick diagnosis there will be a quick diagnosis window ask you : To Do Diagnosis?
2) A progress bar will be shown after you click OK on the diagnosis window.
3) The diagnosis results window will be shown when diagnosis is finished
The passed results are shown in if all the self-test succeed. The failed parts are shown in red.

Quick Diagnosis

To Do Diagnosis ?
[t will take more than ten seconds or more.

After the diagnosis is completed, the
system will be restarted automatically.

Figure 4-21 Quick Diagnosis
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wait a moment in the sysiem

Figure 4-22 Quick Diagnosis ongoing

Diagnosis

=Some functions of the system will be
occupied when doing diagnosis, and the
gystem will be restarted after diagnosis

Figure 4-23 Quick Diagnosis complete
NOTE: The system will be reboot after quick diagnosis.

4.3.2 System Reset
System Reset is used to reset the system. When you click “system reset” bar on the shortcut button list,
a “Whether To Restart The Gatway” question window will be shown. Click OK button the system will
restart immediately and a progress bar will be shown. Please rejoin the WiFi network and access into
the gateway again after you restart the system.

System Reset 3

Y
el
kil

Whether To Restart The Gateway ?
Gateway is restariing, it will {ake more than

a dozen seconds. The gateway will
reconnect to the server after diagnosis.

Figure 4-24 System Reset window
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T

Figure 4-25 System Reset progress ongoing

4.3.3 Networking Backhaul
You could configure the priority of the networking. 4G LTE is the first choice in default. But the
networking will be switched to wired 10/100m ethernet automatically if 4G LTE is off-line. And you could

re-configure the priority. The system will be reboot by mandatory if you change the priority of the
networking.

Cuick Diagnosis

System Reset

. Backhaul

Sign Out

Figure 4-26 Set priority of the networking

Backhaul

Whether To Change The Backhaul

Network

Change Backhaul Metwork Will Lead To
Restart Equipment, Back Network Change
Frocess Need To Wait For Mare Than Ten
Seconds Or More Time, Will Disconnec
Metwork Connection And Restart The
Process Later Will Automatically
Reconnect The Network.

Figure 4-27 To change the priority of the backhaul network
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Figure 4-28 Progress bar of changing the priority of the backhaul network
NOTE: The system will be reboot if priority of the backhaul network is changing.

4.3.4 Sign Out

Sign out button will make it return to the login web page.

5 LoRaWAN Server Solutions

According to the different request, user could choose which server to connect to. RHF2S208 integrates
several third party manufacture’s server like Loriot.io and Loraflow.io, and also preinstall the packet
forwarder program for customer’s convenience.

NOTE: At the same time, a gateway can only connect to only one server. When user needs to
switch between servers, it must be sure that service which is not used is not ruuning.

5.1 Packet Forwarder

Packet Forwarder is a bridge program for lora gateway and server which is provided by Semtech,
supplies basic LoRa packet forwarding feature for simple LoRaWAN network. Packet Forwarder itself
doesn't handle LoRaWAN frame analysis. RHF2S208 integrates the latest version of packet forwarder
protocol lora_pkt_fwd (v4.0.1).

TIPS: PROTOCOL.TXT is accessible at GitHub https://github.com/Lora-net/packet forwarder ,
checkout different commit to check the specified version.
Preinstalled Packet Forwarder locates at /opt/pktfwd directory.

*.json files under pkt service working directory are gps_pkt_fwd / lora_pkt_fwd configuration files.
Among the json files, global_conf.json and local_conf.json are files which are used by Packet
Forwarder, when using it user could use symbol link to point global_conf.json and local_conf.json to
specified json files to choose different frequency plan and server.

global_conf.json and local_conf.json are in the same format. local_conf.json has higher priority than
global_conf.json, Packet Forwarder will use configurations contained by local_conf.json overwrite the
global_conf.json ones.

You could find all the configuration json file in /opt/pktfwd/cfg for different bands, i.e. 434MHz, 470MHz,
780MHz, 868MHz, 915MHz.

lopt/pktfwd
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rxhf@rhf2s208:/opt/pktfwd$ 1s -1

total 188

drwxr-xr-x 7 root root
Irwxrwxrwx 1 root root
/opt/pktfwd/cfg/470/global_conf_cn470_ch88_95.json

-rw-r--r-- 1
-PWXP-Xr-X
-rW-r--r--
- PWXP-Xr-X
- PWXP-Xr-X

B R R R R

-rW-r--r--

lopt/pktfwd/cfg

rxhf@rhf2s208: /opt/pktfwd/cfg$ 1ls -1

json configuration file example: (868MHz)

total 20

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

N NNDNNDN

// SX1301 MultiSF, standard LoRa and FSK channels
"chan multiSF 0":

// RHFOM301-868

V1.12018-10-9
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root
root
root
root
root
root

root
root
root
root
root

"

nable":

root 215
root 166240
root 52
root 401
root 1089
root 6

root 4096 Jun
root 4096 Jun
root 4096 Jun
root 4096 Jun
root 4096 Jun

true,
: true,

't true,
"t true, "

: true,

': true, "

: true,

"'t true, "

: true,
: true,

"radio": 1,

Jul 18 08:33
Jul 5 06:54
Jul 18 08:33
Jul 5 06:54
Jul 5 06:54
Jul 5 06:54

MifN:
v 1, "if":
MiEN:
MifN:
MiEN:
MiEN:
MiEN:
MifN:
MiEN:
MiEN:

S S S S~ S~ S~ s~ o~

4096 Jun 21 11:16 cfg
50 Jul 30 11:40 global_conf.json ->

local_conf.json

lora_pkt_fwd
pktfwd.conf
start.sh

update_gwid.sh

VERSION

21 11:16 434
21 11:16 470
21 11:16 780
21 11:16 868
21 11:16 915
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"tx lut 0O": "rf power": -1, "dig gain": 0, "mix gain": 8,

{ L
"tx lut 1": { "rf power": 2, "dig gain": 0, "mix gain": 10, 1},
"tx lut 2": | er": "dig gain": 0, "mix gain": 12, },
"tx lut 3": { "dig gain": 0, "mix gain": 8, 2},
"tx lut 4": | "dig gain": 0, "mix gain": 9, },
"tx lut 5": { "dig gain": 0, "mix gain": 10, },
"tx lut 6": { "dig gain": 0, "mix gain": 11, . 2},
"tx lut 7" { "dig gain": 0, "mix gain": 12, "pa gain": },
"tx lut 8": { "dig gain": 0, "mix gain": 13, "pa gain": 2 1},
"tx lut 9": { P "dig gain": 0, "mix gain": 8, "pa gain": 3 },
"tx lut 10": { "rf po 0, "mix gain": 9, '"pa gain": 3},
"tx lut 11": { "rf power": 0, "mix gain": 10, "pa gain": 3 },
"tx lut 12": { "rf power": 0, "mix gain": , "pa _gain": 3},
"tx lut 13": { "rf power": 0, "mix gain": 12, "pa },
"tx lut 14": { "rf power": 0, "mix gain": 13, "pa gain": },
"tx lut 15": { 0, "mix gain": 15, "pa gain" S |
}I
"gateway conf": {
"gateway ID": "AAS555A0000000000",
/* change with default server address/ports, or overwrite in local conf.json */
"server addr "localhost",
rv_port u :
"serv port down":
/* adjust the following parameters for your network */
"keepalive interval": 10,
_interval": )
1 timeout ms": 100,
"autoquit threshold": 5,
/* forward only valid packets */
vard crc valid": true,
rd crc error": false,
"forward crc disabled": false,
/* GPS reference coordinates */
"ref latitude": 0.0
"ref longitude":
"ref altitude": O,
/* Beaconing parameters */
//"gps_tty path": "/dev/ttyAMAO",
"beacon period": 128,
acon_freq hz": 869525000
}

Packet Forwarder configuration itself is a json object (enclosed by "{" and "}"), the root object contains 2
SUb'ObjeCtS SX1301 conf and gateway conf. SX1301 conf ObjeCt iS fOI' LORa I'adiO Conﬁguration, gateway conf iS
for network communication configuration (server address, gateway id etc).

Because global_conf.json file already contains all configurations of Packet Forwarder, local_conf.json is
mostly used for items which need to be changed frequently (Eg. -ccw-y 10), like below:

local_conf.json example:

{
"gateway
"gat "AA555A0000000000",
/* change with default server address/ports, or overwrite in local conf.json */
"server addrec "localhost",
"serv _port u
"serv_port d
}
}
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In combination with description above, SX1301 has below features:

1. One SX1301 supports 2 Radios. SX1255 or SX1257 can be used .
2. One SX1301 could support maximum 10 channels, of which 8 Multi-SF channels, 1 standard
channel and 1 FSK channel.
3. One single SX125x chip has below limitations.
Lower Si hannel r Si hannel .
over ige Channe Uppey Side cram

125KHz 125KHz 925KHz
250KHz 250KHz 1MHz
125KHz 250KHz 962.5KHz
250KHz 125KHz 962.5KHz
500KHz 250KHz 1.05MHz
250KHz 500KHz 1.05MHz

LoRa Module hardware structures:

vV
%ﬁ SX125x (0) — |

RFSW
SX1301 > Duplexer
_ | sx125x (1)

Figure 5-1 LoRa Module hardware structures

5.1.1 Customized channels

User could follow below principles to customize different frequency channel.

1.

2.

Split defined channels to two group for radio_0O(radio_a) and radio_1(radio_b), calculate central

frequency. Set sx1301 cont.radio 0.freq @Nd sx1301 cont.radio 1.:req the new value.

Choose sx1301 conf.radic 0.type @Nd sx1301 cont.radio 1.:ype depends on the new radio frequency. If it

is higher than 520MHz set radio type sx1257, if it is less than 520MHz set radio type sx1255. (Note:

real products have a narrow band support, please follow specified specification for the details)

Refer to the RHF-DS01603 document to get device configuration parameters, include RSSI offset

and radio frequency TX power. Set sx1501 cont.radio 0.rssi offset @NA 5x1301 conf.radio 1.rssi offset

and tx 1ot xxx value

Calculate IF channel offset value. Modify sx1501 cont.cnan mutcise s, 5x1301 conf.chan tora std

sx1301 cont.cnan rox Object. Channel configuration follows below rules.

a) Each IF channel can be associated with either radioO or radio1 freely.

b) Each IF channel offset can't be out of range the SX125x bandwidth limitation, or the IF channel
setting will be invalid.

c) Each IF channel can be enable or disable independently .

So the example json file contains below channels:

d) CHO 868.1MHz Multi-SF

e) CH1 868.3MHz Multi-SF

f) CH2 868.5MHz Multi-SF
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g) CH3 867.1MHz Multi-SF
h) CH4 867.3MHz Multi-SF

i) CH5 867.5MHz Multi-SF

j) CH6 867.7MHz Multi-SF

k) CH7 867.9MHz Multi-SF

) CH8 868.3MHz LoRa Standard SF7/250KHz
m) CH9 868.8MHz FSK 50Kbps

5.1.2 Configure server address
Edit local_conf.json file. Modify -+ 2aqrcs- Object to configure server address, modify <c-v pore oo
object to configure uplink port, modify e~ vort aown Object to configure downlink port.

/['local_conf.json file example:

Some known packet forwarder serer address list:

. . Packet
Address Uplink Downlink Forward Supplier Band
Port Port .
Version
lot.semtech.com 1680 1680 V1/V2 Semtech EU868
usO1-iot.semtech.com 1780 1780 V1/V2 Semtech us91s5
cnl.loriot.io 1780 1780 V1/V2 Loriot All
apl.loriot.io 1780 1780 V1/V2 Loriot All
aul.loriot.io 1780 1780 V1/V2 Loriot All
eul.loriot.io 1780 1780 V1/V2 Loriot All
sal.loriot.io 1780 1780 V1/V2 Loriot All
usl.loriot.io 1780 1780 V1/V2 Loriot All
router.eu.thethings.network 1700 1700 Vi TTN EU433
EU868
router.us.thethings.network 1700 1700 V1 TTN uUs915
. CN470
router.cn.thethings.network 1700 1700 Vi TTN CN780
router.au.thethings.network 1700 1700 Vi TTN AU915

5.1.3 Choose preinstalled frequency plan
Use In command to make global_conf.json file points to other json file to choose preinstalled frequency
plan. User can also create their own json file depends on the previous defined json file.

sudo 1n -sf global_conf_xxx.json global_conf.json
NOTE:
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1. Replace global_conf_xxx.json with the real file name
. Use "1s -1 /opt/risinghf/pktfwd> command to check which frequency plan is contained in

lopt/risinghf/pktfwd

3. Physical frequency which is supported by RHF2S208 is decided by the hardware. For
example RHF2S208xxx-470 only support 470MHz frequency band, doesn’t support 433MHz,
868MHz etc...

4. Other undocumented channels plans, user could calculate each channel frequency
according to the previous description.

CH eu868 us915 eu433 cn780 as920 cn470
0 867.1 902.3 433.175 779.5 923.2 470.3
1 867.3 902.5 433.375 779.7 923.4 470.5
2 867.5 902.7 433.575 779.9 923.6 470.7
3 867.7 902.9 433.775 780.1 923.8 470.9
4 867.9 903.1 433.975 780.3 924.0 471.1
5 868.1 903.3 434175 780.5 924.2 471.3
6 868.3 903.5 434.375 780.7 924.4 471.5
7 868.5 903.7 434.575 780.9 924.6 471.7

868.3 903.0
8 BW250 BW500 OFF OFF OFF OFF
SF7 SF8
868.8
9 FSK OFF OFF OFF OFF OFF
50Kbps

5.1.4 Start Packet Forwarder service

Execute commands below to start pktfwd service:
sudo systemctl enable pktfwd
sudo systemctl restart pktfwd

5.1.5 Stop Packet Forwarder service

Execute commands below to stop pktfwd service:
sudo systemctl disable pktfwd
sudo systemctl stop pktfwd

5.2 Loriot Server( loriot.io )
Loriot is a LoORaWAN server supplier based at Switzerland, Loriot server supply free test account for
user. Main site http://www.loriot.io. Please note, free account has some limitation like active downlink,

OTAA etc.
Please read online documentation before get started. (Subdomain name will be different if you use

other region servers)
https://cn1.loriot.io/home/documentation.html
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5.2.1 Register RHF2S208 Gateway
1) Get MAC address, which is in format xx:xx:xx:xx:xx:xx. MAC address is sticky on the side of the
RHF2S208 device. You could also use command ifconfig to get the MAC address or find it on
the web-based utility.

rxhf@rhf2s208:~$ ifconfig

etho: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
ether b8:27:eb:80:af:ac txqueuelen 1000 (Ethernet)
RX packets © bytes 0 (0.0 B)
RX errors © dropped @ overruns @ frame ©
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped © overruns @ carrier @ collisions @

»MAC Address

Dol eDiol arac

Figure 5-2 Mac addr shown on web-based utility

2) Access http://cn1.loriot.io register account, log in directly if you have already gotten one.

3) Click Dashboard -> Gateways -> Add Gateway, choose RHF2S208

4) Radio front-end configuration. Match the device type. Available options:
a) 868/915 MHz (SX1257)
b) 434/470/780 MHz (SX1255)
c) Note: RHF2S208-780MHz gateway need choose "868/915 MHz (SX1257)"

5) Scroll down, fill in MAC address, and set gateway location information.

6) Click "Register RisingHF RHF2S208 Gateway" finish register

7) Click "Go to the gateway detail page" or click "gateway xx:xx:xx:xx:xx:xx" from plane at the left
to enter gateway configuration page.

8) According to the gateway frequency band to choose a band. Contact support@risinghf.com if
you need help.

9) Register gateway finish.

10) Connect Ethernet cable, power up RHF2S208.

11) Log in to the gateway and start Loriot service and start test.

5.2.2 Start Loriot Service

Set auto start:
sudo systemctl enable loriot-gw

Start:

sudo systemctl start loriot-gw
Stop:

sudo systemctl stop loriot-gw
V1.12018-10-9
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Disable auto start:
sudo systemctl disable loriot-gw

NOTE: Once you set to auto start the service, please make sure disable the auto start of loriot-
gw service. In case of the gateway service collision.

5.2.3 Configure Gateway Frequency
Set gateway frequency, open loriot console find gateway page. Choose frequency plan. Check online
documentation for more details.
https://cn1.loriot.io/home/documentation.html#docu/frequency-plan

5.2.4 Loriot Firmware Upgrade
Please download loriot-risinghf-RHF2S208-xxxxxx-SPI-0-latest.bin file, and replace /opt/loriot/bin/loriot-
gw

sudo su
cd /opt/loriot/bin
wget URL -0 loriot-gw
Please get the actual URL from the gateway page.

5.3 Aisenz Server ( loraflow.io )
Loraflow.io is a Chinese LoRaWAN server. Official website http://loraflow.io.

Check loraflow online document first before get started,.
https://loraflow.io/static/docs/zh/index.html

5.3.1 Register RHF2S208 Gateway
1) Get MAC address, which is in format xx:xx:xx:xx:xx:xx. MAC address is sticky on the side of the
RHF2S208 device.

2) Access https://loraflow.io register account, log in directly if you have already gotten one.
3) Click gateway management page, click add button to register a new gateway.
4) Gateway type RHF2S008/RHF2S5208
5) Gateway name, set a customized one

)

)

)

6) MAC Address, fill in the address read from the device
7) (Optional) Fill in gateway location
8) Click gateway to configure

5.3.2 Start lorabridge and Irgateway service
sudo systemctl enable 1lorabridge

sudo systemctl enable lrgateway

sudo systemctl restart lrgateway

sudo systemctl restart 1lorabridge
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5.3.3 Start/Stop loraflow SDK

Start:
sudo systemctl start lorabridge
sudo systemctl start lrgateway

Stop
sudo systemctl stop lorabridge
sudo systemctl stop lrgateway

Disable auto start:
sudo systemctl disable lorabridge
sudo systemctl disable lrgateway

Enable auto start:
sudo systemctl enable lorabridge
sudo systemctl enable lrgateway

5.3.4 Configure Gateway Frequency
loraflow.io default working directory /home/rxhf/aisenz/pktfwd.

cd /opt/pktfwd
/home/rxhf/aisenz/pktfwd contains different frequency plans. Among them Loraflow.io SDK reuse
Semtech packet forwarder to control gateway, check 2.3.1 Packet Forwarder about the detailed
configuration.

5.3.5 loraflow SDK upgrade
Download lorasdk.zip. Refer to loraflow online document to upgrade SDK
https://loraflow.io/static/docs/zh/gateway/SDKInstall.html

6 Advanced Usage

6.1 Networking Backhaul

6.1.1 Cellular Network (LTE/4G/3G)
RHF2S208 device embedded service for wireless networking backhaul which is named lte, and is an

auto start service. Use below command to check log of Ite service:
sudo journalctl -f -n 200 -u lte

Feature:

v" Auto generate APN information according to the SIM card
v" SIM card hot plug

v Not support roaming

With command below you could do more analysis on LTE cellular networking:
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» ifconfig ppp0
After dial-up success, system will generate pppO device.
rxhf@RHF2S208:~$ ifconfig ppp@
pPPpPO Link encap:Point-to-Point Protocol
inet addr:10.65.6.136 P-t-P:10.64.64.64 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:5 errors:0 dropped:0 overruns:0 frame:0
TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3
RX bytes:56 (56.0 B) TX bytes:80 (80.0 B)

» Sudo ltesim
With command “sudo Itesim”, you could check if the sim card is inserted or not. The log would be
printed on the web-based utility >log download >LTE analysis Log.

[2018-08-03 01:31:22]->[1tesim: 1lte sim start]

[2018-08-03 01:31:23]->[1tesim: OK, SIM inserted]

[2018-08-03 01:31:23]->[1tesim: 1lte sim done]

» Sudo lterssi
When connected, lterssi command could be used to check the signal quality. The log of rssi would be
printed on the web-based utility >log download >LTE analysis Log.

sudo lterssi

[2018-08-03 01:22:14]->[1terssi: 1lte rssi start]

[2018-08-03 01:22:15]->[1terssi: OK, RSSI: -75]

[2018-08-03 01:22:15]->[1terssi: 1lte rssi done]

// -75 is the signal strength

If not connected, it shows:
ERROR: Celluar network disconnected

» Sudo lteimei
With this command, you could get Iteimei of the gateway. The IMEI of the device would be printed on
the web-based utility >log download >LTE analysis Log.

[2018-08-03 02:21:02]->[Iteimei: Ite imei start]

[2018-08-03 02:21:03]->[lteimei: OK, 867012030909920]

[2018-08-03 02:21:03]->[lteimei: Ite imei done]

» Sudo ltediagnosis
If you want to do diagnosis for the LTE networking, please use “sudo Itediagnosis” command. The log
of diagnosis would be printed on the web-based utility >log download >LTE analysis Log.
[2018-08-03 02:14:36]->[Itediagnosis: Ite diagnosis start]
[2018-08-03 02:14:37]->[Itediagnosis: OK, usb bus normal]
[2018-08-03 02:14:37]->[Itediagnosis: OK, Ite modem normal]
[2018-08-03 02:14:38]->[Itediagnosis: OK, SIM inserted]
[2018-08-03 02:14:38]->[ltediagnosis: OK, RSSI: -75]
[2018-08-03 02:14:38]->[carrier: H [E# 3} (China Mobile) I0T]
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[2018-08-03 02:14:38]->[Itediagnosis: OK, 460042462508255]
[2018-08-03 02:14:38]->[Itediagnosis: Ite diagnosis done]

» APN configuration

Normally, the APN configuration for most of the operators is included. But users could re-configure the
APN if needed. Please use the comand “addapn” to add a new APN configuration. Use “addapn -h” to
get help.

rxhf@rhf2s208:~ $ addapn -h

Usage: addapn [options]

Options:
--help Show this help
--carrier <CARRIER> Set carrier name
--mcc <MCC> Set carrier mcc
--mnc <MNC> Set carrier mnc
--apn <APN> Set carrier apn
--user <USER> Set apn user
--pwd <PWD> Set apn pwd

Examples:

addapn --carrier CARRIER --mcc MCC --mnc MNC --apn APN --user USER --pwd PWD
addapn --carrier CARRIER --mcc MCC --mnc MNC --apn APN

6.1.2 10/100m Ethernet
When you connect the gateway to the ethernet with wired cable, a eth0 interface is found. The gateway
will get an ip in the lan. Please use ifconfig to check the ip. You could also use ping command to check
the connection quality

ethi: f£1:

Figure 6-1 EthO0 interface

6.1.3 Networking priority choice
RHF2S208 could connect to the cloud server with wireless 4G LTE networking or wired 10/100m
ethernet networking. And you could set the priority of the two modes on the web-based utility. The
system would be reboot after you reconfigure the priority of the networking for backhaul, then you could
use command route to check if the priority is changed or not.
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6.2 WiFi accessing

Figure 6-3 Route priority changed

RHF2S208 User Manual
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Please use your PC to scan the SSID RHF2S208_xxxxxx and connect to this WiFi device. The
password is risinghfxxxxxx. The last 6 characters are same for both SSID and the password, which are
the last 3 bytes of the MAC address. Then you can use 192.168.8.1 to access into the gateway on the

web-based utility.

RHF25208_5/
RisingHF_80001F
RisingHF_800201

RicinnHF AF2R00G

8BEBS

(7]
L

I

s |
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& RHF25208 x I+ . . . - - : SHEEE_ X
& C @ A== | 192.168.0.152/#/login?lang=en o B % O

Change Password?

Figure 6-5 login page with wifi

You could also use command ifconfig to check the interface WlanO.

£ =R

rl LR b % = m

Figure 6-6 Use command to check interface Wian0

6.3 Use GPS module

RHF2S208 embedded on board GPS module (MAX-7Q), which is necessary for LoRaWAN Class B
network.
Access gps module through /dev/seriall device, default baud rate 9600.

Simply test GPS module by executing below commands:
sudo stty -F /dev/seriall 9600 -raw
cat /dev/seriall

It returns below messages:
$GPRMC,095521.00,V,,,,,,,100417,, ,N*74
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$GPVTG,,,,,,,,,N*30
$GPGGA,095521.09,,,,,90,00,99.99,,,,,,*6C
$GPGSA,A,1,,,,55555555599.99,99.99,99.99%30
$GPGSV,4,1,13,01,70,146,,03,09,158,,07,75,257,,08,36,031,*77
$GPGSV,4,2,13,09,15,217,,11,80,034,,16,06,101,,17,14,253,*7D
$GPGSV, 4,3,13,22,17,134,,23,05,183,,27,06,051, ,28,20,314,*7B
$GPGSV,4,4,13,30,41,313,*4C

$GPGLL,,,,,095521.00,V,N*40

6.4 Temperature monitor

A temperature monitor is integrated inside your gateway. You could use both command sudo get_temp
to get the temperature or download the tempmerature log with the web-based utility.

sudo get_temp

40.25 // value return C
The temperture will be refreshed every minutes and shown on the web-based utility. And you could also
download the log which help you do some analysis when needed.

Temperature

Status : Ok

temperature : 36.44°%C

Figure 6-7 Temperture shown on the web

Temperature Analysis Log

Temperature Temperature Tracking
40

——o—— ¢ —0—0—0

Start Time

2018-10-09 07:46:58 2018-10-09 07:50:00 2018-10-09 07:53:02 2018-10-09 07:56:04 2018-10-09 07:59:06 2018-10-09 08:02:08

Figure 6-8 Temperature Log
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6.5 RTC

The system time would be synchronized to UTC time with inside RTC. You can use command below to

check the synchronized time.
sudo hwclock -r
2018-08-04 08:18:33.770069+0000 // synchronized time

6.6 Noise floor scanning
RHF2S208 integrate a noise analysis engine which could help noise pre-scan when operator want to
do network optimization. Please access into the gateway on web-based utility when you want to do
noise scanning. Please refer to 4.2.2.
Noise floor is a very important parameters you should know when you install your gateway in the field.
To get a best coverage we want to have as low as possible noise. But actually there are lots of
inteference or noise signal in the environment. Target average noise floor is about -110dBm*=5dB, but
less than -100dB is also acceptable.When the average noise floor is higher than -95dBm or more,
changing operation band is suggested.

6.7 Remote Support with rssh service

RHF2S208 integrates a rssh service, which could enable RisingHF to access your RHF2S208 device
remotely. It is closed by default. (Note: this function can be only used by RisingHF to support customer
when necessary)

One time start rssh service (Invalid after restarting)
sudo systemctl restart rssh

Check log to get port number, execute below command and wait after a while:
sudo journalctl -f -n 50 -u rssh

Then it shows log like below, include "Allocated port ..." message
When asking remote support, please send your screenshot to support@risinghf.com, and explain your
trouble, RisingHF technical support will help you diagnose.

YO ay ot —f —-mn 50 —-u r

remot

Figure 6-9 To get allocated port with rssh service
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7 Factory Default Restore

7.1 Download image
Contact support@risinghf.com to get image address.

7.2 Bootloader Mode

Set RHF2S208 to entern Bootloader mode
1) Cut off RHF2S208 power
2) Connect Micro USB cable let RHF2S208 to connect with PC
3) Restart RHF2S208
4) Bootloader mode enabled

7.3 Program

Check online document to burn RHF2S208 firmware. Link
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8 FAQ

Q1: Customized global_conf.json file can’t be recognized by packet forwarder?
A1: Check below rule. Every object must end with comma, except the last member of a object or array.
(// and /* ¥/ are special comment format, no need consider it)

Q2: One gateway receives 2 same packets at almost the same time

A2: If the main channel receive packets at a high signal strength, in such case SX1301 chip is possible
to receive mirror packet, server should compare the packets to filter the fake packet.

Semtech official explain: https://github.com/Lora-net/lora_gateway/issues/48

Q3: Gateway TX packet is received back
A3: SX1301+SX125x is full duplex chips with half duplex design. When gateway switch to TX mode the
receiver is not closed, only switch is controlled, it is possible to receive such packet.

Q4: Can’t dial in cellular network.
A4: Make sure below items OK.
1) Ite service is enabled
2) SIM card is inserted correctly ( Be careful about the SIM card direction, SIM direction mark
outside)
3) SIM card is OK
4) APN configuration
If it is still an issue, please contact support@risinghf.com to get help. Remember to attach the log.

Q5: ADR issue when connecting with Loriot server
A5: Loriot server assumes that device enables 8 channels, if device has less channels it is possible to
lead to the problem.

Q6: Fail to connect to a LoRaWAN server

AG: If you have succeded in connecting the gateway to a LoRaWAN server but you fail to connect to
another server, please check if you have stopped previous service. Two competion service will make
your gateway fail to connect to the target server.

If this is the first time to connect to the server, please make sure you have select the right operation
band which should be compatible with the part number of your gateway.

Q7: Fail to connect to Loriot server

A7: Please check if you have selected the right radio front-end for your gateway when you register the
gateway. Please select 434/470MHz (SX1255) for RHF2S208xxx-434 and RHF2S208xxx-470, and
select 868/915MHz (SX1257) for RHF2S208xxx-868 and RHF2S208xxx-915.
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What is your base platform?

For more information on the gat y models, see our

\ Radio front-end 868/915 MHz (SX1257) v

| 866/915 MHz (SX1257)
B 4
v

ve

RisingHF RHF2S008

Figure 8-1 select the right radio front-end for your gateway when registered in Loriot server

Q8: Forget the WiFi password
A8: Please contact with support@risinghf.com to get help.

Q9: Can | use WiFi for networking backhaul
A9: No. WiFi is just for configuration and debugging at the moment.

Q10: PER is very bad

A10: Please check points below:
1) Make sure you havn’t run two or more LoRaWAN service
2) Make sure you have configure the same channels for both gateway and nodes
3) Make sure there is no strong inteference or signal
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Revision

V1.1 2018 -10-9
+update WiFi accessing password
+add APN configuration description
+update web-based utility

V1.0 2018 -07-28
+ Initial creation
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Please Read Carefully:
Information in this document is provided solely in connection with RisingHF products. RisingHF reserve the right to make changes, corrections,
modifications or improvements, to this document, and the products and services described herein at any time, without notice.

All RisingHF products are sold pursuant to RisingHF’s terms and conditions of sale.

Purchasers are solely responsible for the choice, selection and use of the RisingHF products and services described herein, and RisingHF
assumes no liability whatsoever relating to the choice, selection or use of the RisingHF products and services described herein.

No license, express or implied, by estoppel or otherwise, to any intellectual property rights is granted under this document. If any part of this
document refers to any third party products or services it shall not be deemed a license grant by RisingHF for the use of such third party
products or services, or any intellectual property contained therein or considered as a warranty covering the use in any manner whatsoever of
such third party products or services or any intellectual property contained therein.

UNLESS OTHERWISE SET FORTH IN RISINGHF’'S TERMS AND CONDITIONS OF SALE RisingHF DISCLAIMS ANY EXPRESS OR
IMPLIEDWARRANTY WITH RESPECT TO THE USE AND/OR SALE OF RisingHF PRODUCTS INCLUDING WITHOUT LIMITATION
IMPLIEDWARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE (AND THEIR EQUIVALENTS UNDER THE
LAWSOF ANY JURISDICTION), OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

RISINGHF PRODUCTS ARE NOT DESIGNED OR AUTHORIZED FOR USE IN: (A) SAFETY CRITICAL APPLICATIONS SUCH AS LIFE
SUPPORTING, ACTIVE IMPLANTED DEVICES OR SYSTEMS WITH PRODUCT FUNCTIONAL SAFETY REQUIREMENTS; (B)
AERONAUTIC APPLICATIONS; (C) AUTOMOTIVE APPLICATIONS OR ENVIRONMENTS, AND/OR (D) AEROSPACE APPLICATIONS OR
ENVIRONMENTS. WHERE RISINGHF PRODUCTS ARE NOT DESIGNED FOR SUCH USE, THE PURCHASER SHALL USE PRODUCTS
AT PURCHASER’S SOLE RISK, EVEN IF RISINGHF HAS BEEN INFORMED IN WRITING OF SUCH USAGE, UNLESS A PRODUCT IS
EXPRESSLY DESIGNATED BY RISINGHF AS BEING INTENDED FOR “AUTOMOTIVE, AUTOMOTIVE SAFETY OR MEDICAL” INDUSTRY
DOMAINS ACCORDING TO RISINGHF PRODUCT DESIGN SPECIFICATIONS. PRODUCTS FORMALLY ESCC, QML OR JAN QUALIFIED
ARE DEEMED SUITABLE FOR USE IN AEROSPACE BY THE CORRESPONDING GOVERNMENTAL AGENCY.

Resale of RisingHF products with provisions different from the statements and/or technical features set forth in this document shall
immediately void any warranty granted by RisingHF for the RisingHF product or service described herein and shall not create or extend in any
manner whatsoever, any liability of RisingHF.

RisingHF and the RisingHF logo are trademarks or registered trademarks of RisingHF in various countries.

Information in this document supersedes and replaces all information previously supplied.
The RisingHF logo is a registered trademark of RisingHF. All other names are the property of their respective owners.
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