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1. Introduction

MQ Telemetry Transport (MQTT) is a lightweight broker-based publish/subscribe
messaging protocol designed to be open, simple, lightweight and easy to implement. This
document apply to MQTT V3.1.

2. AT commands

2.1 AT+IMQTTMODE &8 MQTT i&EEA
Description

Zan S ATIRE MQTT RUEREG K.
Syntax

AT+IMQTTMODE=<mode>,<tls>,

<recvMode> OK
+IMQTTMODE:<mode>,<tls>[,<recvMode>]
AT+IMQTTMODE? OK
OK

AT+IMQTTMODE=?

Defined values
Parameter values
MQTT &R
<mode> 1- PIEZ= MQTT
2 - FEMQTT

0— ARATLS
<tls>

1- XAETLS
0- Bk
<recvMode> 1- EEFEFMTEL
BILAEAE AT+IMQTTRECVMODE )i
Examples
AT+IMQTTMODE=2,0
OK

AT+IMQTTMODE=?
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OK
AT+IMQTTMODE?
+IMQTTMODE:2,0,0
OK

2.2 ATHIMQTTPARA 188 MQTT &#{
Description

ZmSATIRE MQTT SHIE.
Syntax

AT+IMQTTPARA=TIMEOUT ,

<value>,CLEAN <value> KEEPAL  OK
IVE,<value>,VERSION,<value>

AT+IMQTTPARA=? OK

+IMQTTPARA:TIMEOUT

AT+IMQTTPARA? <value>,CLEAN,<value> KEEPALIVE,<value>, v
ERSION,<value>

Defined value

Parameter Description
TIMEOUT MQTT IEKiBATATIE) SR e 1~3
B804 Session
CLEAN 0- iEke
1- &R
KEEPALIVE (RiERTIE R SEE 60~180
MQTT K
VERSION 3.5 zjz%ifl BRIA3.1.1
<value> S¥E

Example
AT+IMQTTPARA=TIMEOUT,1,CLEAN,0,KEEPALIVE,60,VERSION,3.1.1
OK

AT+IMQTTPARA=?

OK
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AT+IMQTTPARA?
+IMQTTPARA:TIMEOUT,1,CLEAN,0,KEEPALIVE,60,VERSION,3.1.1
OK

2.3AT+IMQTTUSER %8 MQTT FHR&%43

Description
ZanCATIRE MQTT ZFinRF R IER.
Syntax

AT+IMQTTUSER=<userName>,<p | OK
assword>

AT+IMQTTUSER=? OK

AT+IMQTTUSER? +IMQTTUSER:<userName>,<password>

OK

Defined values

Parameter values

<userName> BFRZ

<password> AT
Examples
AT+IMQTTUSER=name001,pwd001
OK
AT+IMQTTUSER=?
OK

AT+IMQTTUSER?
+IMQTTUSER:name001,*****
OK

2.4 AT+IMQTTADDR &3 MQTT BRSZi ip Hbtik , SOFIZ i 1D

Description
1Zap S ATIRE MQTT RSUAY ip it , iwOFNE P imtRRAT,
Syntax
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AT+IMQTTADDR=<addr>,<port>,

<clientld> OK
AT+IMQTTADDR=? OK
AT+IMQTTADDR? Z)IIQ/IQTTADDR: <addr>,<port>,<clientld>
Defined values
Parameter values
<addr> RSB imitb it
<port> AR SZimim
<clientld> E FigE— R R
Examples
AT+IMQTTADDR=203.156.205.55,1883,"testMQTT"
OK
AT+IMQTTADDR=?
OK

AT+IMQTTADDR?
+IMQTTADDR:203.156.205.55,1883
OK

25 AT+HIMQTTLWT igEEEEE
Description
ERimBETZGSRERIEES , 3 MQTT Client EHEREE , KRS EAR
HEE. ZIE<SE AT+HIMQTTCONN HITZRIRE.
Syntax

AT+HIMQTTLWT=<topic>,<qos><m A OK
essage>[,<retained>]

=7
AT+IMQTTLWT=" OK

+IMQTTLWT:<topic>,<g0s>,<message>,<retained
AT+IMQTTLWT? >

OK
Defined values

Parameter values
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<topic> EEEERES

BA, ZRiRAMAESE QoS F.
0- REKRIE—IX

e 1- BORE—R
2- RRIE—IR
<message> FREE, RMBREGEIR (son IBIVRIEHRIB(E
F+IMQTTLWTBIN #5%),
R RRERS.
<Retained> 0- NMREE (TRE)
1- {RER
Example
AT+IMQTTLWT= will_topic,0,will_message,0
OK

AT+IMQTTLWT?
+IMQTTLWT: will_topic,0,will_message,0

OK

2.6 AT+HIMQTTLWTBIN i&&Ei&zNEEHE ( HEXString )
Description

ERimEd iz SIREEIRHE , iIHEREHER HEXString 18, , FAFIRE JOSN
EENATERNE , 2 MQTT Client EEREE | HIRSH{ENAMUILER. 1ZI897E
AT+IMQTTCONN ${TZEIRE.
Syntax

AT+IMQTTLWTBIN=<topic><qos> | OK
,<message>[,<retained>]

AT+HIMQTTLWTBIN=? OK
+IMQTTLWTBIN:<topic>,<qos>,<message>,<re
AT+HIMQTTLWTBIN? tained>
OK

Defined values
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Parameter values
<topic> EfmER
B, ERiRRMmASH QoS F,
0- &ZBKRIEF—IX

0 1- BOEE—R
2- RRIE—IR
<message> AiHEEIEMAY HEXString
KmiHERIREBIRE.
<retained> 0- NMREE (TRE)
1- {RER
Example
AT+IMQTTLWTBIN= will_topic,0,77696C6C5F6D657373616765,0
OK

AT+IMQTTLWTBIN?
+IMQTTLWTBIN: will_topic,0,77696C6C5F6D657373616765,0

OK

2.7 AT+IMQTTCONN & MQTT REi%
Description
BEFimEXKIEE MQTT IRSH|EMERZDS. SZFintIEIIRSRZERY
TCP/IP Socket 2R , #/RfEF CONNECT iRBIE— MM ERIE.
Syntax

AT+HIMQTTCONN=? OK
OK

AT+IMQTTCONN
+IMQTTCONN : <STATE>

Defined value

Parameter values
I +IMQTTCONN EEIRSHES
<STATE> $J‘” N Q SRS LR
0 — &R
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1- BiEE /1ESiEEN HR
-1 - WrhERE

Examples
AT+IMQTTCONN
OK

+IMQTTCONN:0

2.8 AT+IMQTTDISCONN FEFiIgEiFS MQTT IRSSE09:EE
Description

LR PEERITFS MQTT IRSSEANEEMERIZSS. BRRAE
DISCONNECT B ZFIRSS 8% TENE SIRSSEMTFF TCP/IP i,
Syntax

OK

+IMQTTCONN : <state>
AT+IMQTTDISCONN

OR
ERROR
Defined value
Parameter values
H# +IMQTTCONN JERINSHE ik
<state> 0 A
1- BiEE IESEE LR
-1 MR

Examples
AT+ IMQTTDISCONN

OK
+IMQTTCONN:-1
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2.9 AT+IMQTTSUB iJE8RR
Description

iz SRATITII— SN EE, ZFiK%E SUBSCRIBE HERAIRSSEITHE—
HENER , ZTREREMBEN | RBRSICXEERIESN PUBLISH iBE(EmE!
= i,
Syntax

AT+IMQTTSUB=<topic>,<qos> OK
+IMQTTSUB:<packetid>,<qos>

AT+IMQTTSUB=?

OK
AT+IMQTTSUB? +IMQTTSUB:<topic>,<qos>
Defined values
Parameter values
<topic> MQTT £/ FFFeasay
<packetid> s AR IR
<qos> QOS f&, ] 0-1.
Examples
AT+IMQTTSUB=/a1R3d3WsBI0/test1/user/test,0
OK

AT+IMQTTSUB?
+IMQTTSUB:/alR3d3WsBI0/test1/user/test,0

AT+IMQTTSUB=?
OK

2.10 AT+IMQTTUNSUB BiTE£5:
Description
ZHSATRIT— &SN, EFimAERSEEAKRIE UNSUBSCRIBE HEIR
ITHEERIERR,
Syntax
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o OK
AEAMIGTTEINSLE=opie +IMQTTUNSUB=<packetid>,<status>

=7
AT+IMQTTUNSUB=" OK

OK

9
AUSDAQUIEIN S 21 +IMQTTUNSUB=<topic>,<status>

Defined values

Parameter values
<packetid> 1BTT R [A] 1) 1D
<status> BT F e R ELRES 00 ) -1 2RI
<topic> BT 3
Examples
AT+IMQTTUNSUB = /alR3d3WsBI0/test1/user/test
OK

+IMQTTUNSUB:7,0

AT+IMQTTUNSUB=?

OK

AT+IMQTTUNSUB?
+IMQTTUNSUB:/alR3d3WsBI0/test1/user/test,0
OK

2.11 AT+IMQTTPUB &HiEE
Description
EFmBEYZanSHURMEKERERS S , BHERSHEDEEIRSGEATTE
% B PUBLISH HE#XBE—NERER , &N EFRITE 7T — I S E&EEZ1NE
, SUTRERRmHER , RSSESIBXLERIEN PUBLISH iBREMEIZE i,
Syntax

. OK
pL MQTTPl_JB—<t0p|c>,<qos>,<m +IMQTTPUB:<packet|D>,<status>
essage>[,<retained>]

=2
AT+IMQTTPUB=" oK

+IMQTTPUB:<topic>,<qos>,<message>
OK

AT+HIMQTTPUB?
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Defined values

Parameter values
<topic> KRmBRHER

R, EPEETEEN QS SR,
0- BERER

S 1- BOEER
2- RRIE—IX
<packet|D> BB FRRRT
ABRIRERIER
<status> 0— BTN
1- K
<message> FREE, RMBREGEIR (son IBTVRIEHRIB(E
FH+IMQTTPUBIN 75%),
RHRRIREIRS.,
<retained> 0- AMRE (TREg )
1- {REH
Example
AT+IMQTTPUB=/alR3d3WsBI0/test1/user/test,1,test message!!
OK

+IMQTTPUB:11,0
+IMQTTRCVPUB:46438,"/alR3d3WsBI0/test1/user/test",14,"test message!!"

AT+IMQTTPUB=?
OK

AT+IMQTTPUB?
+IMQTTPUB: /a1R3d3WsBI0/test1/user/test,1,test message!!
OK

2.12 AT+HIMQTTPUBIN 47 HEX {&\iEHR

Description
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ERimEdiZzaSHIUARMER HEX KETERRIIRSHS.
Syntax

_ . OK
AT+IMQTTPUBIN=<topIc>,<q0s>< | \\1~1TpyB:<packetID>,<status>
message>[,<retained>]

AT+IMQTTPUBIN=? OK
AT+IMQTTPUBIN? +IMQTTPUBIN:<topic>,<gos>,<message>

OK
Defined values
Parameter values
<topic> KfER

BE, ERmKRMmBEER QoS FR.
0 - REKIZ—IX

<qOS> 1 Ewﬁ%_;k

2 - RRIE—IR

<packetID> HIRBEINRE
AmBEIREIRER

<status> 0- A%Ih

1- KK

<message> AiBEEIEIRAY HEXString
Y ZisN IS ENIESE vn

<retained> 0- NMREE (TRE)
1- {RER

Example
AT+IMQTTPUBIN=/a1R3d3WsBI0/test1/user/test,1,74657374206d6573736167652121
OK

+IMQTTPUB:4,0

+IMQTTRCVPUB:57935,"/a1R3d3WsBI0/test1/user/test”,14,"test message!!"
AT+IMQTTPUBIN=?

OK

AT+IMQTTPUBIN?
+IMQTTPUBIN:/alR3d3WsBI0/test1/user/test,1,7465737420606573736167652121

OK
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2.13 AT+IMQTTPUBEX ISEKELHEHE
Description

ERiHBTZGSIURMIEEKEHERIRSES  BHRSESEDEEIRSGHAST
&, & PUBLISH BHEEXBHE—NERER , E—NEFHITRA T HESN
FR AT HETEMBRN RERSIEXWERIEAN PUBLISH BEEEEIEFin.
Syntax

> IIFINIERE size RIS
AT+IMQTTPUBEX=<topic><qos>, | ok

<retained>,<size> +IMQTTPUBEX:<packetID> <status>
AT+IMQTTPUBEX=? oK
AT+IMQTTPUBEX? oK

Defined values

Parameter values
<topic> RmBEERER

#BR, ZRiEEMBEERN QoS FR,
0- RBKRIE—IR

0 - BORER
2 - RRIE—IR
KmBRRRERE.
<retained> 0- NMREE (TRE)
1- {RER
<size> IEEBURSIRKE , &K 1024
<packetID> IR EIRRRT
EmBEEIRERIER
<status> 0- Bk
1- KW

Example

AT+IMQTTPUBEX= /alR3d3WsBI0/test1/user/test,1,0,14
>test message!!

OK
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+IMQTTPUBEX:11,0
+IMQTTRCVPUB:46438,"/a1R3d3WsBI0/test1/user/test",14,"test message!!"

AT+IMQTTPUB=?
OK

AT+IMQTTPUB?

+IMQTTPUB: /a1R3d3WsBI0/test1/user/test,1,test message!!
OK

2.14 AT+HIMQTTSTATE Zif MQTT EEIRTS

Description
B i B izin < ElE iSRS RS imINERIRS.
Syntax

=?
AT+IMQTTSTATE=" OK

OK
?
AT+IMQTTSTATE? +IMQTTSTATE:<status>

Defined value

Parameter values
0— MQTT HiFRIRE.
<status> 1-MQTTIEHEIRT , BREREERE

2 - MQTT EERRT | HHIERESH.

Example
AT+IMQTTSTATE="?
OK
AT+IMQTTSTATE?
+IMQTTSTATE:2
OK

www.risinghf.com Page 15 of 29



RlSlngHF LTE Series Modules MQTT AT Commands {E3ff

215 AT+IMQTTAUTH MEZESIENSER=7H (—N—%)
Description

Zin AT REMEBERFSRFIFESEM=TH  JETFEFE—iN—%%E
EhI , AEZR MQTT &KES.
Syntax

AT+IMQTTAUTH=<ProduceKey>,

OK
<DeviceName>,<DeviceSecret>
AT+IMQTTAUTH=? OK
+IMQTTAUTH:<ProduceKey>,<DeviceName>,<
AT+IMQTTAUTH? DeviceSecret>
OK
Defined values
Parameter Description
<ProduceKey> f BB = EZIUEP ProduceKey
<DeviceName> fEE =1 EZUEP DeviceName
<DeviceSecret> FEE =812 2ZUEP DeviceSecret (1R )

Examples

AT+IMQTTAUTU=alArHWIBWWN, mqttl,Fg5PVTXX6fj17A8B1i20j9z9rUeLMftK
OK

AT+IMQTTAUTU=?

OK

AT+IMQTTAUTU?

+IMQTTAUTU:alArHWIBWWN, mqttl,Fg5PVTXX6fj17A8BIi20j9z9rUeLMftK
OK

2.16 ATHIMQTTDYNREG PEZFESHEEM=7tH (—B—&)
Description

Zp AT IREMEREESIM=td  IRTHERYe—8—% ( Fu
AR SiERAL ) TSI, SFER MQTT 455K48<.
Syntax
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AT+IMQTTDYNREG=<type>[,<m
ode>,<ProduceKey>,<DeviceName
> <ProduceSecret>]

AT+IMQTTDYNREG=?
AT+IMQTTDYNREG?

Defined values

Parameter

type

mode

<ProduceKey>
<DeviceName>

<ProduceSecret>

Examples
Il S EMFLEMIA R
AT+IMQTTMODE=1,1

OK

OK

11N RS EMHEREER . mode=1

+IMQTTDYNREG: 1,<ProduceKey>,<DeviceName>,<DeviceSecret>
IEFN EIREIASEAHERLEESR , mode=2

+IMQTTDYNREG: 2,<CilentID>,<UserName>,<Pass\Word>

or

/I Type == 2

I E—T2 mode : 1 , 177002 R =T
+IMQTTDYNREG: 1,<ProduceKey>,<DeviceName>,<DeviceSecret>

I E—TR mode : 2 , 177002 B KA =TT
+IMQTTDYNREG: 2,<CilentID>,<UserName>,<PassWord>

OK

OK
+IMQTTDYNREG:<save>,<mode>,<ProduceKey>,<DeviceName>,<ProduceSec

ret>
OK

Description
0 : NMRFoISEMBRERI=7t4
1 (RFENSEHBREE=7T4A
2 . BHEEERFNEMNSKEN=7tH
1: —B—% : TR
2 —BI—% .
#FI T75 Examples
I =EEIREFIUEP ProduceKey
fIE = EEIREFIUE DeviceName
PR =FEIRRIUET ProduceSecret ( PG4 )

AT+IMQTTPARA=TIMEOUT,1,CLEAN,0,KEEPALIVE,60,VERSION,3.1.1

OK
Jx
TODO: EfNESELPIEIRAR

X$FRdksLfl, 8 2021 € 07 B 30 HZfE (B5A ) FREAWIERFEiRS TALELA)

maqtt_host BIHEZ9"${ Yourlnstanceld}. mqtt.iothub.aliyuncs.com"

Erhg{Yourinstanceld}: EEHEAREA/AFEIHEIRY 1d

YIF 2021 £ 07 B 30 HZAl (AR ) FHBAIBMTEEIRS TALELE

& matt_host IEX9: matt_host = "${YourProductKey}.iot-as-mqtt.${ YourRegionld}.aliyuncs.com"

Hrh, ${YourProductKey} : &I NIREATEZRA Productkey, AIEFRABAMFEIEHIE |, TEXTMSEAIRREIFIBIRIAEL
${YourRegionld} : IEEHEAIEHIMIBRNF &&= FTEMISCED, ELaN cn-shanghai &

1ZIE R 55 matt_host Z45l: al TTmBPIChA.iot-as-mgtt.cn-shanghai.aliyuncs.com

www.risinghf.com
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JEBIB I https://help.aliyun.com/document_detail/147356.html
&/

IR E host 1 port , clientid BEILARIRE , FiF AT+IMQTTDYNREG #fiZNEAHES (£,
AT+IMQTTADDR="alm8qO1ceKE.iot-as-mqtt.cn-shanghai.aliyuncs.com",1883,""

OK

IERRBEFNSEMSEH
AT+IMQTTDYNREG=2
+IMQTTDYNREG: 1,"""" ™"
+IMQTTDYNREG: 2,"","",""

OK

IRIREFAFRI SRS AT+HIMQTTDYNREG i53KiS12  MRRECEERHMES , BER AT+IMQTTDYNREG iIEREFSKM , RS HMRFIT SR 7
AR ) FREXAY=7T4E<ProduceKey> <DeviceName> <DeviceSecret>
AT+IMQTTDYNREG=1,1,a1m8qO1ceKE,SDK_0004,VPCTjT8dGTXr5Jpg

OK
/I SHEAERR (FUERR ) 3B3KAETH . 3 E#R<ProduceKey> <DeviceName>,<DeviceSecret>
+IMQTTDYNREG:1,"alm8qOlceKE","SDK_0004","8f920db5114396521af911861d60886d" .

AT+IMQTTDYNREG=2
+IMQTTDYNREG: 1,"alm8qO1ceKE","SDK_0004","8f920db5114396521af911861d60886d"
+IMQTTDYNREG: 2,"","""™"

OK

I fEFEEER (FUER ) R =eaiEEmE R
AT+IMQTTAUTH="alm8qO1ceKE","SDK_0004","8f920db5114396521af911861d60886d"

OK
AT+IMQTTCONN
OK

+IMQTTCONN:0

Il NSEMTEMITR
AT+IMQTTMODE=1,1

OK
AT+IMQTTPARA=TIMEOUT,1,CLEAN,0,KEEPALIVE,60,VERSION,3.1.1

OK
Jx
TODO: EfNESELPIEIRAR

YFEAVEF, 3 2021 6 07 B 30 HZJE ( 85 H ) FRBRIEAMN AR FATELA)
maqtt_host AIHEZ9"${ YourlInstanceld}. mqtt.iothub.aliyuncs.com’
Erhg{Yourinstanceld}: EEHEAIRE/AFEILHEIRY 1d

X$F 2021 £ 07 B 30 HZRI (A2 H ) FRBAMIER SRS T AL

FEEE matt_host {EH79: matt_host = "${YourProductKey}.iot-as-mgtt.${ YourRegionld}.aliyuncs.com"

Hr, ${YourProductkey} : IEEIR/IIRERTE~MAY Productkey, AIERAIEARIFEEHIE , FEXSREEAIATIREFBTERE.
${YourRegionId} : {EEHEHIMEXM R FFTFEMIGEAHS, ELan cn-shanghai &

1ZIE R 55 matt_host Z45l: al TTmBPIChA.iot-as-mgtt.cn-shanghai.aliyuncs.com

BB https://help.aliyun.com/document_detail/147356.html

*/

INEERbiZE host F port , clientid BILARNIEE , FAF AT+IMQTTDYNREG FZSEAHES (M.
AT+IMQTTADDR="alm8g0O1ceKE.iot-as-mqtt.cn-shanghai.aliyuncs.com",1883,""

www.risinghf.com Page 18 of 29



RlSlngHF LTE Series Modules MQTT AT Commands {E3ff

OK

IEHRRCRENSNERSE
AT+IMQTTDYNREG=2
+IMQTTDYNREG: 1,","",""
+IMQTTDYNREG: 2,"","",""

OK

IRNREREAILAERZENNS AT+HIMQTTDYNREG ERIIFE  IRIZECREFERERE  BEM AT+IMQTTDYNREG ERITSEM | FrASMAEFESEM( 5%
FEAR ) FREAY=7T4E<CilentID>,<UserName>,<PassWord>
AT+IMQTTDYNREG=0,2,a1m8q0O1ceKE,SDK_0007,VPCTjT8dGTXr5Jpg

OK

Il SHASERR ( FERR ) #EKAETD , a0 EiR<CilentID>,<UserName>,<PassWord>
+IMQTTDYNREG:2,"CjM0z09QT3qPCejlkMYVv000100jauthType=connwl,securemode=-2,_ss=1,ext=3, v=sdk-c-4.1.0|","
SDK_0007&alm8gO1ceKE",""111684838886568"a073eaabcf8a7f3"

AT+IMQTTDYNREG=2

+IMQTTDYNREG: 1,","",""

+IMQTTDYNREG: 2,"CjM0z09QT3gPCejlkMYv000100[authType=connwl,securemode=-2,_ss=1,ext=3,_v=sdk-c-4.1.0|"
,"SDK_0007&alm8qO1ceKE",""1"1684838886568"a073eaabcf8a7f3"

OK

AT+IMQTTUSER="SDK_0007&alm8qOlceKE",""1"1684838886568"a073eaabcf8a7f3"
OK

1A ASRISES host, port F1 clientid, B clientid &7 ' £, FiSEWAmNNENE|S
AT+IMQTTADDR="alm8q0O1ceKE.iot-as-mqtt.cn-shanghai.aliyuncs.com",1883,"CjM0z0O9QT3gPCejlkMYv000100|authT
ype=connwl,securemode=-2,_ss=1,ext=3, v=sdk-c-4.1.0["

oK
AT+IMQTTCONN

OK

+IMQTTCONN:0

2.17 AT+IMQTTRECVMODE 8 MQTT EIZiERA

Description

AT ATIRE MQTT EUEIRERYS .
Syntax

AT+IMQTTRECVMODE=<recvMode> OK

+IMQTTRECVMODE:<recvMode>

AT+IMQTTRECVMODE?
OK

AT+IMQTTMODE=? OK
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Defined values

Parameter

<recvMode>

Examples

AT+IMQTTRECVMODE=1

OK

AT+IMQTTRECVMODE=?

+IMQTTRECVMODE: 1
OK

values
0- Btk
1- EFEFEMER

2.18 AT+IMQTTRECV E&iEBl MQTT EfFEER

Description

ZanSRTEFEINT , TSl MQTT £FHR.

Syntax

AT+IMQTTRECV=<count>

AT+IMQTTRECV=?

AT+IMQTTRECV?

Defined values
Parameter
<count>
<total_count>
<packetid>
<topic>
<messagelLen>

<message>

Examples
AT+IMQTTRECV=3

+IMQTTRECV:<packetid>,<topic>,<messagelLen
> <message>

OK

+IMQTTRECV: (1-10)

OK

+IMQTTRECV: <total_count>
OK

Description
R MQTT EEBEERIREAY count FREURE
MQTT BB REFEE
RS i RIERIEHR R FRRARF
M MQTT RSB HEEZRIER
M MQTT BRSZ25HEEZHY message HUEKE
M MQTT BRS3255252HY message #iE
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+IMQTTRECV:13771,"/a1R3d3WsBI0/test1/user/test”, 15, "test messagel!!"
+IMQTTRECV:13772,"/a1R3d3WsBI0/test1/user/test", 15, "test message2!!"
+IMQTTRECV:13773,"/a1R3d3WsBI0/test1/user/test", 15, "test message3!!"
OK

AT+IMQTTRECV=?

OK

AT+IMQTTRECV?

+IMQTTRECV: 10

OK

2.19 MQTT URC

2.19.1 + IMQTTCONN RS LR

Description
Faf) HRE FimfiRSS eeRIERINS.
Syntax

+IMQTTCONN:<state>
Defined values
Parameter values
MQTT Z iR 2RHERINS
0— JEZRIN
1- BiEkE IESEEN LR
-1 - Wi

<state>

2.19.2 + IMQTTRCVPUB _EiRUZEIRY PUBLISH jBEE

Description
FEa) EREFIRZNA MQTT RSZEEAIXINEIEE.
Syntax

+IMQTTRCVPUB:<packetid>,<topic>,<messagelLen>,<message>
Defined values

Parameter values
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<packetid> AR SSimARIXAV SR AR T
<topic> M MQTT BRSF a5 =RIERR
<messagelLen> M MQTT BRSS281ESTHY message FUEKE
<message> M MQTT IRSS281ESTHY message HUE
Examples

+IMQTTRCVPUB:13770,"/a1R3d3WSsBI0/test1/user/test",14,"test message!!"

2.19.3+ IMQTTCOUNT _E3g MQTT jBREREH

Description
Fah EIR MQTT [HEETHEA.
Syntax

+IMQTTCOUNT :<count>
OR
+IMQTTCOUNT :FULL

Defined values

Parameter values
<count> HEI MQTT JBEEFRIZE
FULL 10 REF#RELIR FULL , FEBEEREEER
Examples

+IMQTTCOUNT: 10

3. Examples

Example: BfT&EAI MQTT jRSEZE: , £, OneNET E=EH
AT+IMQTTMODE=2,0

OK
AT+IMQTTPARA=TIMEOUT,1,CLEAN,0,KEEPALIVE,60,VERSION,3.1.1

OK
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AT+IMQTTADDR=203.156.205.55,1883,"testMQTT"
OK

AT+IMQTTUSER="",""

OK

REEEHER

I

AT+IMQTTLWTBIN= will_topic,0,77696C6C5F6D657373616765,0

OK

AT+IMQTTCONN

OK

+IMQTTCONN:0

AT+IMQTTSUB=/mqttl/user/test,1

OK

+IMQTTSUB:2,1

AT+IMQTTPUB=/mqttl/user/test,1, "test message!!"

OK

+IMQTTPUB:3,0
+IMQTTRCVPUB:3,"/mqttl/user/test”,14, "test message!!"

AT+IMQTTPUBIN=/mqttl/user/test,1,74657374206d6573736167652121

OK
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+IMQTTPUB:4,0
+IMQTTRCVPUB:4,"/mqttl/user/test”,14,"test message!!"

AT+IMQTTUNSUB=/mqtt1/user/test
OK
+IMQTTUNSUB:5,0

AT+IMQTTSTATE?
+IMQTTSTATE:2

OK
AT+IMQTTDISCONN
OK

+IMQTTCONN:-1
AT+IMQTTSTATE?

+IMQTTSTATE:0
OK

Example: = MQTT
AT+IMQTTAUTH=al1R3d3WsBI0,test1,c75b6a4e39342f02ec161ba682566054

OK
AT+IMQTTMODE=1,0

OK
AT+IMQTTPARA=TIMEOUT,1,CLEAN,0,KEEPALIVE,60,VERSION,3.1.1
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OK
AT+IMQTTCONN

OK

+IMQTTCONN:0
AT+IMQTTSUB=/a1R3d3WsBI0/test1/user/test,0

OK

+IMQTTSUB:2,0
AT+IMQTTPUB=/alR3d3WSsBI0/test1/user/test,1,test message!!

OK

+IMQTTPUB:3,0

+IMQTTRCVPUB:46052,"/a1R3d3WsBI0/test1/user/test",14,"test message!!"

AT+IMQTTPUBIN=/alR3d3WsBI0/test1/user/test,1,7465737420606573736167652121

OK

+IMQTTPUB:4,0
+IMQTTRCVPUB:42664,"/alR3d3WsBI0/test1/user/test",14,"test message!!"

AT+IMQTTUNSUB=/a1R3d3WsBI0/test1/user/test

OK

+IMQTTUNSUB:4,0

AT+IMQTTSTATE?
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4, MQT

I &%

a3 Bl

MCU 32N BER% )
AT+IMQTTMODE=<mode><TLS>
AT+IMQTTPARA=TIMEOUT <value> CLEAN, <value>,
KEEPALIVE, <value> VERSION <value>
>
o TCP-REQ -
| T TCP SYN >
- TCP SYN+ACK
. TCP established TCP ACK >
AT+ AT+IMQTTCONN
> o] g g bk o
IMQTTCONN |- Start timer > P8tk i /06 i ) -
OK  [+IMQTTCONN: <result> TWT2 NN Ack.np (e BRI S TR HACK
Stop T1 or handle Excep1
AT+IMQTTSUB  |AT+IMQTTSUB=<topic>.<qos>... - SUB-REQ (msgld)
OK |= Start timer tj b-2- AN

+IMQTTSUB <packid>,<qos>

T

«SUB ACK-IND (msgld)
Stop T1 or handle Excep2

| B BT B .36 R FLACK

AT+ AT+IMQTTUNSUB=<topic> > UNSREQ (msgld
IMQTTUNSUB | 4 Start timer FPR T -
oK ™
R asii iR i) Sl fu ez nACK |
:lMQTTSUB:<PﬂaWQ!§ig>‘<gg§u> -« UNS ACK-IND (msgld) n
- Stop T1 or handle Excep2
AT+IMQTTPUB=<topic>,<gos> <message>
> PUB-REQ
> 3 A Hdfi 4 >
OK
AT+IMQTTPUB  |AT+IMQTTPUB=<topic> <gos>.<message> PUB-REQ (msgid)
(<gos>=1) - Starttmer —————§ > R A K 1 _
OK T =
HUB ACK-IND (msgld | TS B RS SR 1 TR [ACK
+IMQTTPUB=<packetld> <status> Stop T1 or handle Excep2
|-
" PUB-REQ (msgld
AT+IMQTTPUB  |AT+IMQTTPUB=<topic>,<qos> <message> | Start timer 9l Fik BAT A 1
(<qos>=2) B Tt -
oK e et .
pL8 RECAND (msgld) IR S 3 A A A £
Stop T1 or handle Excep2
PUB REL-REQ (msgld) RAEFRUR TR
Start limer > Tl 35 B R K e
PUB COMP-IND (msgld
+IMQTTPUB=<packetld> <status> __ Stop Tt or handle Excep? [
[
Receive
- 5 b [ 4 3 4
LIMQTTRCVRUS: ) PUEIND (i | A
<MSGID><TOPIC><PAYLOADLEN> <PAYLOAD>
- PUB ACK/REC-REQ (msgld)
Reply g-to-<qos> b HOK A A -
AT+MQTTDISCONN
-~ RISC-REQ TP
oKk |[* : =
- TCP-REQ
- TCPHT j& ik K
- TCP d tad » -

#MQTTCONN :<STATUS>

MQTTIR %

TR B E (AT
B ]
T2 B
CET 20 [ BN
(EEreilzil] B,
C
PINGREQ #Jf: {

Except:
WHTCP

Excep2:
b2 e ENEE
BRI SR IR
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Please Read Carefully:

Information in this document is provided solely in connection with RisingHF products. RisingHF reserve the right to make
changes, corrections, modifications or improvements, to this document, and the products and services described herein at any
time, without notice.

All RisingHF products are sold pursuant to RisingHF’s terms and conditions of sale.

Purchasers are solely responsible for the choice, selection and use of the RisingHF products and services described herein,
and RisingHF assumes no liability whatsoever relating to the choice, selection or use of the RisingHF products and services
described herein.

No license, express or implied, by estoppel or otherwise, to any intellectual property rights is granted under this document. If
any part of this document refers to any third party products or services it shall not be deemed a license grant by RisingHF for the
use of such third party products or services, or any intellectual property contained therein or considered as a warranty covering
the use in any manner whatsoever of such third party products or services or any intellectual property contained therein.

UNLESS OTHERWISE SET FORTH IN RISINGHF’'S TERMS AND CONDITIONS OF SALE RisingHF DISCLAIMS ANY
EXPRESS OR IMPLIEDWARRANTY WITH RESPECT TO THE USE AND/OR SALE OF RisingHF PRODUCTS INCLUDING
WITHOUT LIMITATION IMPLIEDWARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE (AND
THEIR EQUIVALENTS UNDER THE LAWSOF ANY JURISDICTION), OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR
OTHER INTELLECTUAL PROPERTY RIGHT.

RISINGHF PRODUCTS ARE NOT DESIGNED OR AUTHORIZED FOR USE IN: (A) SAFETY CRITICAL APPLICATIONS
SUCH AS LIFE SUPPORTING, ACTIVE IMPLANTED DEVICES OR SYSTEMS WITH PRODUCT FUNCTIONAL SAFETY
REQUIREMENTS; (B) AERONAUTIC APPLICATIONS; (C) AUTOMOTIVE APPLICATIONS OR ENVIRONMENTS, AND/OR (D)
AEROSPACE APPLICATIONS OR ENVIRONMENTS. WHERE RISINGHF PRODUCTS ARE NOT DESIGNED FOR SUCH USE,
THE PURCHASER SHALL USE PRODUCTS AT PURCHASER’S SOLE RISK, EVEN IF RISINGHF HAS BEEN INFORMED IN
WRITING OF SUCH USAGE, UNLESS A PRODUCT IS EXPRESSLY DESIGNATED BY RISINGHF AS BEING INTENDED FOR
“AUTOMOTIVE, AUTOMOTIVE SAFETY OR MEDICAL” INDUSTRY DOMAINS ACCORDING TO RISINGHF PRODUCT
DESIGN SPECIFICATIONS. PRODUCTS FORMALLY ESCC, QML OR JAN QUALIFIED ARE DEEMED SUITABLE FOR USE
IN AEROSPACE BY THE CORRESPONDING GOVERNMENTAL AGENCY.

Resale of RisingHF products with provisions different from the statements and/or technical features set forth in this
document shall immediately void any warranty granted by RisingHF for the RisingHF product or service described herein and
shall not create or extend in any manner whatsoever, any liability of RisingHF.

RisingHF and the RisingHF logo are trademarks or registered trademarks of RisingHF in various countries.

Information in this document supersedes and replaces all information previously supplied.
The RisingHF logo is a registered trademark of RisingHF. All other names are the property of their respective owners.

© 2015 RISINGHF - All rights reserved
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